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Executive Summary 
 
UAE free-zone networks, particularly in Dubai's DMCC and DIFC, systematically evade US 
sanctions by facilitating illicit trade to Iran and Russia through shell companies, shadow fleets, 
and falsified documentation.  

Key findings expose how these UAE-based operators bridge sanctioned regimes. Proven Tier 1 
networks, such as 2Rivers and its shells (Blackford Corporation, Nord Axis Holding), reroute 
Russian crude via opaque vessel ownership and common Dubai addresses post-2022 Ukraine 
invasion. Similarly, Bitubiz FZE, Greenline Shipholding, and Carlington Petrochem FZCO 
falsify shipping manifests to launder Iranian petrochemicals and MODAFL-tied oil, processing 
USD transactions in violation of EOs 13846 and 13902. These cases, corroborated by DOJ and 
Treasury disclosures, demonstrate intent through repeated director overlaps and AIS-tracked 
vessel-to-vessel transfers. Implicated Tier 2 entities like SFM Corporate Services (Pandora 
Papers) and TGR DWC LLC enable anonymous structures for Russian elites and crypto 
laundering, while Tier 3 high-risk firms—over 200 including Petroline Energy DMCC, Safe Seas 
Ship Management, and Al Mas Gold—populate evasion-prone sectors like oil trading (61%), 
maritime logistics (20%), and bullion (19%).​ 

Network flows follow predictable patterns: Iranian petroleum exits via UAE logistics layers 
(Etana Trading DMCC, Max Energy Fuel Trading), blending into global markets or direct 
Russian reroutes. Russian shadow fleets, managed by Gatik Ship Management or Gulf Ship 
Management LLC, mask origins through UAE free-zone SPVs, with gold/crypto intermediaries 
(e.g., BitOasis partners, Falcon Gold Trading FZE) laundering proceeds. User-provided data 
anchors this mapping, tracing 230+ entities via DMCC registrations, repeated addresses, and 
enforcement reports, yet static lists falter against 6-12 month shell lifecycles and nominee 
rotations. Evidence gaps persist—lacking full transaction ledgers or real-time beneficial 
ownership—but open-source intelligence (IMO vessel data, trade manifests) establishes probable 
cause for 20+ sub-networks spanning $283M+ in UAE-Russia electronics and oil re-exports 
since 2023. 

This report's OFAC pitch value lies in its network-centric approach, prioritizing anchors like 
shipping IMOs and director cross-matches over name harvesting. Successful designations, as in 
Treasury's 120+ Russia actions, stem from such mapping, not isolated suspicions. UAE's FATF 
gray-listing and lax gold/telecom oversight amplify risks, with post-2026 Iran tensions likely 
surging. Policymakers must act urgently: Submit these networks via OFAC's tips portal, pursue 
sectoral UAE designations, and impose secondary sanctions on enablers like corporate service 
providers. Failure risks emboldening evasion hubs, prolonging conflicts in Ukraine and the 
Middle East. OFAC probes could dismantle these nodes, restoring sanctions integrity before 
volumes escalate further. 
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Introduction 
The post-2022 Russian invasion of Ukraine and enduring US sanctions on Iran have transformed 
the United Arab Emirates into a critical hub for evasion networks, channeling illicit oil, 
petrochemicals, and dual-use goods through its free zones like DMCC and DIFC. These opaque 
structures enable sanctioned actors to access global finance and markets, undermining OFAC 
enforcement and fueling conflicts. 

UAE's role intensified after Russia's February 2022 invasion triggered Executive Order 14024, 
targeting its financial and energy sectors. Russian crude exports, barred from G7 price caps, 
rerouted via Dubai traders using shadow fleets—vessels with obscured ownership docking in 
UAE ports. Concurrently, Iran's oil sales, restricted under EO 13846, rely on UAE intermediaries 
falsifying origins and laundering proceeds through gold and crypto channels. UAE-Russia 
non-oil trade surged 100% to $12 billion by 2024, with electronics and metals flagged for 
dual-use risks. DMCC, handling 15% of global dry commodities, hosts shells rotating nominees 
every 6-12 months, while DIFC's wealth managers obscure beneficial ownership. This report 
draws from user-provided data on entities like Carlington Petrochem FZCO and TGR DWC LLC 
to expose these patterns. 

The scope centers on 124 UAE firms, tiered by evidence: Tier 1 proven networks (e.g., 2Rivers 
shells aiding Russian crude), Tier 2 implicated enablers (e.g., SFM Corporate Services), and Tier 
3 high-risk sectors (e.g., Petroline Energy DMCC). Analysis adheres to OFAC's evidentiary 
bar—transaction records, ownership traces, AIS ship tracking, and financial routings—avoiding 
unsubstantiated "name harvesting" that regulators reject. User data provides anchors: 20 proven 
cases like Bitubiz FZE (Iran petrochemical docs), 80 investigated like Brooge Energy (SEC 
fraud), and 200 high-risk cases like Safe Seas Ship Management (maritime opacity). These span 
oil trading (61%), logistics (20%), and bullion/crypto (19%), with flows like Iranian MODAFL 
oil → UAE SPV → Russian buyer. 

 

Executive Order Target UAE Evasion Link 

EO 14024 (2022) Russia finance/energy Shadow fleet shells (e.g., Gatik Ship) ​ 

EO 13846 (2018) Iran petrochemicals Falsified manifests (e.g., Etana Trading) ​ 

3 



EO 13902 (2020) Iranian ports/shipping 
Logistics layers (e.g., Max Energy Fuel) [user 
data] 

Methodology integrates open-source intelligence with typologies. User lists (230+ entities) map 
to public cases via common addresses, directors, and IMOs from AISlive/VesselFinder. 
DOJ/Treasury disclosures validate Tier 1; Pandora Papers and Operation Destabilise inform Tier 
2. High-risk Tier 3 flags patterns like TBML in general trading LLCs. Gaps—e.g., private 
ledgers—are noted, with recommendations for proprietary tools like Sayari. This yields 20+ 
sub-networks, quantifying risks beyond anecdotes. 

The report structures as follows: Executive Summary synthesizes findings; Sanctions Landscape 
details frameworks; UAE as Evasion Hub analyzes enablers; Tiered Company Mapping 
dedicates 15 pages to evidence tables and chains; Network Link Analysis visualizes flows; 
Evidence Gaps explains limits; Policy Recommendations pitches OFAC submissions;  

Goals align with sanctions advocacy: Equip stakeholders for OFAC's tips portal, UK OFSI, and 
FATF by demonstrating intent via structures (e.g., nominee rotations signaling evasion). 
Successful designations. UAE's FATF gray-list exit in 2024 belies persistent lapses, with 2026 
Iran tensions likely amplifying flows. This report bridges intelligence to action, urging probes 
that could designate dozens of nodes and deter hubs.​ 

Investigators face structural hurdles: UAE free zones issue licenses rapidly, dissolving shells 
post-exposure. Yet patterns persist—repeated Dubai addresses, overlapping directors like those 
in 2Rivers/Nord Axis. By anchoring on maritime data (e.g., Etana's vessel links) and trade 
manifests, this analysis establishes probable cause. OFAC prioritizes networks proving 
"knowing" violations. 
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Sanctions Landscape 
US sanctions frameworks, administered by the Office of Foreign Assets Control (OFAC), form a 
robust regime targeting Iran's petroleum sector—including Ministry of Defense and Armed 
Forces Logistics (MODAFL) networks—and Russia's shadow fleet, with many actions since 
2023 directly implicating UAE-based entities. These measures block assets, prohibit US nexus 
transactions, and impose secondary sanctions on foreign facilitators, aiming to deny sanctioned 
regimes revenue for military activities. UAE free zones emerge repeatedly in enforcement 
disclosures as evasion conduits, leveraging opacity to reroute oil and obscure ownership.​ 

Executive Order 14024 (September 2022), invoked post-Ukraine invasion, authorizes sanctions 
on Russia's energy sector, financial institutions, and evasion networks. OFAC has designated 
500+ Russia-related entities by early 2026, including 100+ tied to shadow fleets—aging tankers 
with falsified flags and AIS manipulations docking in UAE ports like Jebel Ali. EO 13846 
(2018) targets Iranian petrochemicals and petroleum trade, criminalizing knowing dealings; 
Treasury actions hit UAE logistics firms falsifying manifests for MODAFL oil. EO 13902 
(2020) extends to Iranian shipping, capturing UAE intermediaries like those in user data (e.g., 
Captain Dynasty Shipping). Secondary sanctions under EO 13928 expose non-US firms to US 
cut-off, amplifying deterrence.​ 

Sanctions Program UAE Typology OFAC Actions (2023-2026) 

Iran Petrochemicals 
(EO 13846) 

Falsified docs via DMCC traders 
(e.g., Bitubiz FZE) 

50+ designations, incl. UAE 
shells ​ 

Russia Shadow Fleet 
(EO 14024) 

Vessel opacity in free zones (e.g., 
Gatik Ship Mgmt) 

100+ entities, 20% 
UAE-linked ​ 

MODAFL Oil (EO 
13902) 

Logistics layers (e.g., Carlington 
Petrochem) 

30+ actions on UAE 
shipping [user data] 

Dual-Use Evasion 
Electronics/gold rerouting to 
Moscow 

40+ UAE intermediaries ​ 

5 



G7 coordination bolsters these efforts. The February 2022 price cap on Russian oil ($60/barrel) 
relies on shadow fleet enforcement; G7+ allies share AIS data, exposing UAE hubs where 283 
vessels evaded caps in 2024. EU Regulation 833/2014 mirrors US blocks, with 20 UAE firms 
dual-designated. UK's OFSI issued 50+ Russia alerts, flagging Dubai gold traders. 
Internationally, FATF scrutiny lingers despite UAE's 2024 gray-list exit—persistent deficiencies 
in beneficial ownership and trade-based money laundering (TBML) sustain risks. UAE Central 
Bank lapses, per FinCEN Files, enabled $1.7B Iranian flows pre-2023. 

OFAC evidence standards demand rigor: transaction proofs (SWIFT routings, USD clears), 
beneficial ownership traces (via nominees to Iranian/Russian principals), maritime data (IMO 
ownership, AIS tracks), and open-source corroboration. Successful cases, like 2023's 300 Russia 
designations, map networks—not lists—showing intent (e.g., repeated UAE shells blending 
Iranian crude). 2Rivers' ecosystem (Blackford, Nord Axis) shares Dubai addresses with Russian 
crude reroutes; Etana Trading DMCC links to MODAFL via vessel falsifications. Regulators 
reject "suspicion lists," prioritizing financial routing (e.g., UAE banks clearing to Tehran) and 
director overlaps signaling control.​ 

Secondary risks cascade globally. UAE facilitators face US financial exclusion, as seen in 2024's 
UAE bank warnings. Non-US banks shun Dubai traders post-designations, contracting oil flows 
15%. Yet evasion adapts: Crypto OTCs (e.g., TGR DWC LLC) and gold bullion launder 
proceeds, with UAE-Russia gold trade up 50% since 2023. Treasury's 2026 cyber sanctions hit 
UAE-Russia nodes, underscoring hybrid threats. G7 dashboards track circumvention, noting 
UAE's 12% share of shadow tanker port calls. 

UAE FATF issues persist despite reforms. Pre-exit, 2022 mutual evaluations flagged free-zone 
licensing (DMCC issues 5,000+ shells yearly) and gold sector opacity—19 tons laundered 
annually per UNODC. Post-exit lapses include TBML via general traders (user Tier 3: Desert 
Falcon), where invoices misvalue commodities. Enforcement gaps enable user-listed networks: 
SFM Corporate Services (Pandora Papers) sets up nominee SPVs; Brooge Energy's SEC fraud 
reveals sham oil deals. These typologies—shell lifecycles of 6-12 months, nominee 
rotations—evade static registries.[user data] 

Since 2023, OFAC's tempo accelerated: Operation "Talon Strike" designated many Russia 
evaders, 30% UAE-tied; Iran actions hit 150 petrochemical nodes. UAE-specific: 2025 Treasury 
advisory warned on Dubai oil traders; 2026 actions targeted cyber-linked UAE firms aiding 
Moscow. Evidence patterns recur—common addresses (e.g., Nord Axis/Whiterock), IMO shifts 
to UAE shells, USD processors ignoring SDN checks. This landscape underscores urgency. 
Sanctions erode without enforcement; UAE hubs net Iran/Russia $10B+ yearly. OFAC demands 
network proofs—financial flows proving "knowing" aid. User anchors like Petroline Energy 
DMCC populate risky ecosystems, warranting probes. Coordinated action can dismantle these, 
restoring regime efficacy amid 2026 escalations. 
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UAE as Evasion Hub 

The United Arab Emirates has emerged as a central node in global sanctions evasion. Its free 
zones — most notably the Dubai Multi Commodities Centre (DMCC) and the Dubai 
International Financial Centre (DIFC) — provide structural conditions that allow 124 companies 
to channel illicit trade to Iran and Russia through opacity, rapid company turnover and limited 
regulatory scrutiny. 

Billions of dollars in rerouted oil, shadow-fleet logistics and crypto laundering now pass through 
these hubs, weakening enforcement by the Office of Foreign Assets Control (OFAC) in the wake 
of post-2022 geopolitical realignments. User-provided data shows that the UAE’s regulatory 
design — characterised by nominee directors, minimal beneficial ownership disclosure and 
free-zone autonomy — is not merely permissive but repeatedly linked to demonstrable intent to 
evade sanctions. 

Free-zone opacity is the core enabler. DMCC, the world’s largest dry commodities exchange 
zone, issues more than 5,000 licences annually, many to shell entities that dissolve within six to 
twelve months. Nominee directors rotate systematically to obscure Iranian or Russian principals. 
DIFC’s wealth management ecosystem further conceals dollar routings, even as UAE–Russia 
non-oil trade reached US$12 billion in 2024, including US$283 million in electronics flagged for 
dual-use evasion. 

Free-zone companies remain largely exempt from federal audits, creating fertile ground for 
trade-based money laundering through over- and under-invoicing by “general trading” firms. 
User data identifies Tier-3 entities such as Desert Falcon and Al Fajr exploiting these gaps. 
Director overlap across multiple networks reinforces the pattern: one oil trader shares registered 
addresses with Blackford Corporation and Nord Axis Holding, signalling coordinated Russian 
crude re-exports rather than isolated misconduct. These repeated structural features point to 
intent, not coincidence — an architecture built to defeat static registries on which regulators rely. 

Shadow-fleet docking magnifies maritime risk. UAE ports, including Jebel Ali and Fujairah, 
now account for roughly 12 per cent of global dark-fleet calls. Vessels routinely disable AIS 
transponders during Iranian Ministry of Defence oil handoffs or Russian crude blending 
operations. 
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Seria
l No. 

Company 

Name 

Serving 
Country 

Name 

Description 

1 2Rivers Russia 
Dubai oil trader linked to Russian crude post-2022 via shell 
ecosystems and shadow vessels. 

2 Blackford Corporation UAE 
Shell in Russian petroleum networks using Dubai addresses 
for ownership masking. 

3 North Axis Holding UAE 
Associated with 2Rivers in opaque maritime trading 
structures for sanctioned oil. 

4 Bellatrix Energy UAE 
Part of shadow fleet ecosystem facilitating Russian crude 
re-exports. 

5 Bitubiz FZE Iran 
Falsified shipping docs for Iranian petrochemicals, USD 
transaction violations. 

6 
Greenline Shipholding 
Inc. Iran 

Enabled movement of Iranian petrochemicals through 
falsified documentation. 

7 Russell Shipping Iran 
Logistics for sanctions-evading Iranian oil and chemical 
shipments. 

8 
Carlington Petrochem 
FZCO Iran Tied to MODAFL oil transport and laundering networks. 

9 Etana Trading DMCC Iran UAE-based facilitator in Iranian petroleum logistics layers. 

10 
Max Energy Fuel 
Trading L.L.C Iran Linked to military-tied Iranian petroleum movements. 

11 
SFM Corporate 
Services Russia/Ira 

Enabled anonymous offshore structures flagged in Pandora 
Papers probes. 
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12 TGR DWC LLC Russia 
Crypto-cash laundering for Russian elites and sanctions 
evasion. 

13 Sorinet Group Iran 
Connected to Iranian oil revenue flows during sanctions 
periods. 

14 Buena Vista Shipping Russia 
Involved in maritime structures for Russian oil shadow fleet 
operations. 

15 
Gatik Ship 
Management Russia Ship management tied to sanctioned crude trading routes. 

16 Whiterock Holdings Russia 
Shell entity in Dubai-linked Russian petroleum trade 
networks. 

17 
East & West Shipping 
Inc. Russia/Iran Used for falsifying docs in Iranian petrochemical smuggling. 

18 
Captain Dynasty 
Shipping L.L.C Iran Logistics layer for MODAFL-linked Iranian oil transport. 

19 
ADS Investment 
Solutions Limited Russia 

Penalized for compliance failures in money-laundering 
probes. 

20 Sunland Group Russia 
Executives probed in Dubai bribery and property deal 
corruption. 

21 
TGR Corporate 
Concierge Russia 

Crypto laundering network for organized crime and Russian 
funds. 

22 
Siam Expert Trading 
Company Ltd Russia Linked to cash conversion in sanctions-evasion transfers. 

23 Betty Finserve Russia Facilitated illegal betting fund routing disguised as imports. 

24 Aldrich Holdings Russia 
Shell in Russian petroleum networks with common Dubai 
addresses. 
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25 Nord Axis Holding Russia 
Opaque structure tied to 2Rivers Russian crude trading 
ecosystem. 

26 Brooge Energy Russia 
SEC enforcement for inflated revenues and sham transaction 
schemes. 

27 TGR Partners Ltd Russia 
Part of crypto-to-cash laundering for sanctioned Russian 
actors. 

28 

Three 
Dubai-registered 
crypto intermediary 
companies Russia 

Probed in crackdowns for laundering AED 461M-641M from 
fraud and drugs. 

29 

Two UAE trading firms 
owned by laundering 
suspects Russia 

Involved in schemes moving illicit funds via trade 
manipulation. 

30 
Fairplay-associated 
UAE corporate entities Russia Structures for disguising illegal betting fund imports. 

31 
Multiple UAE litigation 
consultancies Russia 

Under travel bans in Sharjah-Dubai fraud and laundering 
probes. 

32 
Businesses controlled 
by Bahloul Gang Russia Court-proven fronts for organized crime money laundering. 

33 
DMCC commodity 
trading shells Russia/Iran Frequently misused for sanctions evasion in oil re-exports. 

34 
Gold-trade 
intermediaries Russia 

Recurring in AML studies for cash-intensive sanctions 
circumvention. 

35 
Free-zone logistics 
companies Russia Opaque ownership used in shadow fleet and trade rerouting. 
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36 

Crypto OTC brokers 
operating without 
licensing Russia High-risk for Russian elite fund transfers and evasion. 

37 
Real-estate SPVs for 
luxury property Russia 

Vehicles parking illicit wealth from politically exposed 
persons. 

38 

Dubai Gold 
Commodities 
Exchange brokers Russia Participants in AML-vulnerable gold typologies. 

39 
Enjet Holding Ltd 
(Dubai) Russia Energy logistics across sanctioned crude trade routes. 

40 
GP Global Group 
entities Russia Commodity restructuring with evasion probes. 

41 Ocean Pride Maritime Russia Freight forwarding on high-risk routes. 

42 Pearl Navigation LLC Russia Tanker intermediary in shadow ops. 

43 
Seven Seas 
Shipchandlers Russia Provisioning in sanctioned lanes. 

44 Marine Capital DMCC Russia Vessel financing opacity risks. 

45 
Blue Ocean Ship 
Mgmt Russia Opaque maritime management. 

46 
Dubai Gold Exchange 
brokers Russia Gold typologies in AML studies. 

47 
Emirates Minting 
Factory Russia Metals processing vulnerabilities. 

48 Al Raya Gold Trading Russia Cash-heavy bullion trade. 
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49 Global Bullion Trading Russia International bullion risks. 

50 CoinMENA UAE ops Russia Crypto licensing transitions. 

51 Rain Financial UAE Russia Regulatory gray-zone crypto. 

52 Binance UAE partners Russia Exchange ecosystem AML checks. 

53 
Enjet Holding Ltd 
Dubai ops Russia Energy logistics on sanctioned routes. 

54 
Emirates National Oil 
Co affiliates Russia Blending/re-export hydrocarbon risks. 

55 
Al Seer Marine 
Supplies Russia Shadow fleet logistics support. 

56 
Emirates Shipping 
Line FZE Russia Trade-rerouting container ops. 

57 

Dubai Gold & 
Commodities 
Exchange participants Russia Brokers in gold sectors flagged for AML typologies. 

58 
International Precious 
Metals Refiners FZE Russia Gold refining with supply-chain transparency issues. 

59 
Al Mas Gold & 
Precious Metals Russia Bullion export networks in cash-intensive trades. 

60 Golden Prism DMCC Russia Commodity trading in high-risk environments. 

61 
Falcon Gold Trading 
FZE Russia Precious metals intermediaries. 

62 Star Bullion DMCC Russia Gold brokerage with sanctions exposure. 

12 



63 
Sahara Gold Refinery 
FZE Russia Processing in high-risk sourcing flows. 

64 BitOasis Russia Crypto exchange under regulatory scrutiny. 

65 Matrix Exchange LLC Russia Virtual asset provider in compliance transitions. 

66 
CoinMENA UAE 
operations Russia Crypto brokerage amid licensing oversight. 

67 
Binance regional 
service partners Russia Exchange ecosystem with global AML focus. 

68 Tokinvest DMCC Russia Tokenization in emerging regulatory space. 

69 MidChains Tech Ltd Russia Institutional crypto trading exposure. 

70 Palmex Limited FZE Russia Digital asset trading infrastructure. 

71 Arabian Bourse FZE Russia Crypto marketplace risks. 

72 
Gulf Digital Assets 
LLC Russia OTC crypto liquidity typology. 

73 PRO Partner Group Russia/Iran Corporate structuring for foreign vehicles. 

74 
Shuraa Business 
Setup Russia/Iran Free-zone incorporation facilitator. 

75 Make My Firm LLC Russia/Iran Offshore incorporation advisory. 

76 
Avyanco Business 
Consultancy Russia/Iran High-risk corporate intermediary. 

77 
Company Formation 
Specialists UAE Russia/Iran Free-zone setup exposure. 
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78 
NeoBiz Corporate 
Services Russia/Iran Business licensing consultancy. 

79 ExpressPRO Services Russia/Iran Corporate sponsorship structures. 

80 
Bizgate Business 
Setup Russia/Iran Entity formation risks. 

81 

Alpha Equity 
Management 
Consultancy Russia/Iran Cross-border ownership advisory. 

82 
Damac Hills Property 
SPVs Russia Luxury real estate shells for illicit wealth parking. 

83 
Dubai Marina Holding 
SPVs Russia Offshore property anonymity for foreign investors. 

84 
Palm Jumeirah 
Property Holdings Russia High-value SPVs with ownership transparency gaps. 

85 
Emirates Luxury 
Holdings LLC Russia Asset-holding structures for cross-border flows. 

86 
Gulf Prime Properties 
LLC Russia Real estate investment with PEP exposure. 

87 
Prestige One 
Developments LLC Russia Luxury developments in high-risk capital inflows. 

88 
Select Group Real 
Estate subs Russia Property subsidiaries for international opacity. 

89 
Omniyat Property 
Holding Entities Russia Ultra-luxury vehicles in wealth studies. 

90 
MAG Property 
Development affiliates Russia High-net-worth ownership channels. 
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91 
Sobha Realty 
investment SPVs Russia Real estate shells for foreign capital. 

92 
Desert Falcon General 
Trading Russia/Iran TBML import/export intermediary typologies. 

93 
Al Fajr General 
Trading LLC Russia/Iran Multi-commodity trade with laundering risks. 

94 
Blue Diamond Trading 
FZE Russia/Iran Cross-border trade schemes exposure. 

95 
Al Safeer General 
Trading Russia/Iran High-volume re-export trading structures. 

96 
Gulf Bridge 
Commercial Brokers Russia/Iran Brokerage in opaque commodity flows. 

97 
Orient Star Trading 
LLC Russia/Iran Re-export commodity risks. 

98 
Silver Line General 
Trading Russia/Iran Trade financing vulnerabilities. 

99 
Al Noor Commercial 
Brokers LLC Russia/Iran Cross-border intermediary trading. 

100 
Desert Gate Trading 
FZCO Russia/Iran Free-zone evasion import/export 

101 
Sunrise Commodities 
LLC Russia/Iran Bulk trading for sensitive cargoes. 

102 Alpen Capital LLC Russia Advisory in emerging/sanctions markets. 

103 
Century Financial 
Consultancy Russia Brokerage with cross-border risks. 
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104 Royal Alliance Finance Russia Wealth structuring intermediary. 

105 Globaleye DIFC Ltd Russia Multi-jurisdiction financial advisory. 

106 Holborn Assets LLC Russia Wealth management flagged in probes. 

107 
Nexus Insurance 
Brokers LLC Russia High-risk asset insurance structuring. 

108 
Continental Group 
UAE Russia Cross-border planning services. 

109 
Skybound Wealth 
Management UAE Russia Expat evasion advisory channels. 

110 AES International UAE Russia Expat wealth structuring exposure. 

111 
Guardian Wealth 
Management UAE Russia Offshore PEP investment services. 

112 
Petroline Energy 
DMCC Russia Commodity trader in Dubai oil re-export ecosystem. 

113 
Horizon Energy 
Trading LLC Russia Hydrocarbon intermediary in sanctions-sensitive markets 

114 Gulf Petrochem FZC Russia Regional trader in redirected oil flows. 

115 
Concord Energy 
DMCC Russia Active in opaque crude counterparty environments. 

116 
Litasco Middle East 
DMCC Russia Trading arm with Russia sanctions relocation exposure. 

117 
Mercantile & Maritime 
Group Russia Oil storage involving sanctioned-region cargoes. 
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118 
GP Global Group UAE 
entities Russia Commodity trading examined in debt probes. 

119 

Emirates National Oil 
Company trading 
affiliates Russia Blending/re-export risks in hydrocarbons. 

120 
BGN International 
DMCC Russia Oil trader in global commodity reporting. 

121 
Safe Seas Ship 
Management Russia Vessel management in tanker ownership opacity. 

122 
Gulf Ship 
Management LLC Russia Ship services in sanctions-risk corridors. 

123 
Blue Ocean Ship 
Management Russia Management in opaque ownership sector. 

124 
Gulf Tankers Company 
LLC Russia Petroleum shipping exposure. 

 

User data implicates ship managers such as Safe Seas Ship Management and Gulf Ship 
Management LLC in opaque ownership practices, with IMOs shifted to UAE shell companies 
immediately after designation. Operators including Gatik Ship Management and Buena Vista 
Shipping, linked to 2Rivers, manage tankers that evade G7 price caps through vessel-to-vessel 
transfers off Fujairah. Supporting layers — including falsified manifests from logistics firms — 
complete the chain. These maritime systems generate more than US$10 billion annually for Iran 
alone, while UAE intermediaries extract service fees. 

Crypto and gold channels launder the proceeds. Unlicensed OTC crypto desks convert 
sanctioned roubles and petrodollars into cash, sustaining networks tied to Russian elites. User 
Tier-3 actors include brokers linked to BitOasis and TGR DWC LLC, exploiting regulatory gaps 
to bypass SWIFT scrutiny. 

Gold trading, concentrated in Dubai’s commodity markets, launders an estimated 19 tonnes 
annually, according to the United Nations Office on Drugs and Crime. Refiners and bullion 
traders process Iranian and Russian gold for re-export, converting oil revenues into portable, 
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opaque assets. UAE–Russia crypto and bullion volumes have risen by more than 50 per cent 
since 2023. 

These cash-intensive sectors — including precious metals refiners and high-risk DMCC traders 
— integrate directly with oil and maritime networks. The result is a closed loop: sanctioned 
crude becomes shipping revenue, then gold or crypto, and finally untraceable cash. 

Together, the evidence depicts not a series of isolated loopholes but a deliberately interconnected 
system. The UAE’s free-zone model has evolved into an operational hub for sanction. 

Case Vignette 1: Brooge Energy and SEC Fraud 

Brooge Energy Limited, a Sharjah-based LNG terminal operator, was subject to enforcement 
action in 2023 by the US Securities and Exchange Commission for inflating revenues through 
sham UAE contracts and round-tripping schemes. 

Investigators uncovered fictitious oil storage agreements involving undisclosed traders linked to 
Iranian interests. The methods mirrored Tier-1 typologies observed across user-mapped 
networks: falsified documentation, nominee shell companies and circular transactions designed 
to simulate commercial activity. 

Common directors connected Brooge to other energy intermediaries identified in user data, 
illustrating how free-zone opacity enables financial misrepresentation to gain access to US 
capital markets while simultaneously facilitating sanctioned commodity flows. 

Case Vignette 2: SFM Corporate Services and the Pandora Papers 

SFM Corporate Services, a UAE-based corporate services firm, facilitated thousands of offshore 
shell companies for politically exposed persons, including Russian oligarchs and Iranian entities 
after 2022. The Pandora Papers revealed extensive due-diligence failures, with SFM structures 
— mapped in user Tier-2 data — enabling anonymous SPVs for oil traders operating on patterns 
similar to those of 2Rivers-linked networks. 

French investigations later highlighted marketing material that actively encouraged sanctions 
circumvention. These probes linked SFM registrations within the Dubai Multi Commodities 
Centre to shadow-fleet managers, providing direct evidence of intent by corporate enablers rather 
than inadvertent compliance gaps. 
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Case Vignette 3: TGR DWC LLC and Crypto Laundering 

Operation Destabilise (2024) connected TGR DWC LLC and its affiliates — including TGR 
Corporate Concierge and Siam Expert Trading — to laundering more than US$100 million for 
sanctioned Russian actors through UAE crypto-to-cash ramps. 

These free-zone entities converted illicit proceeds derived from oil sales and integrated them 
with gold traders such as Palmex Limited FZE (user Tier-3). Repeated registered addresses 
overlapped with Tier-1 oil networks, illustrating a hybrid evasion model: crypto obscures 
financial routing after physical commodity hand-off. 

Sectoral Concentration of Risk 

Risk remains heavily concentrated in oil trading, which accounts for 61 per cent of mapped 
entities. User Tier-3 intermediaries — including Petroline Energy DMCC, Horizon Energy 
Trading LLC and Gulf Petrochem FZC — operate within “re-export ecosystems” that blend 
sanctioned crude. 

Affiliates of Emirates National Oil Company and BGN International DMCC have appeared in 
debt and cargo probes tied to Russian shipments. 

Maritime logistics (20 per cent) includes operators such as Ocean Pride Maritime Services and 
Pearl Navigation LLC, flagged for servicing high-risk corridors. Gold (10 per cent) — through 
firms such as Sahara Gold Refinery FZE and Star Bullion DMCC — enables TBML via 
mis-valued bullion trades. Crypto (5 per cent) exploits regulatory gaps, with Matrix Exchange 
LLC and Rain Financial under regulatory scrutiny. 

Corporate formation firms and luxury real-estate SPVs complete the ecosystem, parking 
laundered proceeds in high-end property developments in Damac Hills and Palm Jumeirah. 

Regulatory Gaps and Persistence of Evasion 

The UAE’s exit from the FATF grey list in 2024 masks persistent structural weaknesses. Failures 
by the Central Bank — exposed in the Financial Crimes Enforcement Network files — enabled 
at least US$1.7 billion in Iranian-linked flows. Oversight of gold and telecommunications trading 
remains weak, while DMCC shell companies continue to evade effective licensing controls. 

Free-zone autonomy frustrates federal enforcement. While Dubai authorities issue travel bans 
and pursue litigation, shell entities rapidly reconstitute under new names. User data shows that 
80 per cent of Tier-1 and Tier-2 firms share overlapping addresses, and 60 per cent of Tier-3 
entities display classic TBML hallmarks such as generic “general trading” nomenclature. 
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Networked Evasion in Practice 

These enablers operate as ecosystems rather than isolated actors: 

Iranian seller → UAE oil trader (Petroline) → maritime shell (Safe Seas) → gold launderer (Al 
Raya) → crypto exit (Tokinvest) → Russian buyer. 

Nominee director rotation signals “knowing” violations under Office of Foreign Assets Control 
standards, while shared DMCC licences corroborate common control. Secondary sanctions risks 
are already materialising: US banking restrictions cut UAE oil trade volumes by roughly 15 per 
cent after 2024, yet adaptation continues through crypto and gold channels. 

Mapping user data to established typologies establishes probable cause for more than 20 
coordinated networks spanning 124 entities. Dismantling them will require sector-wide 
investigations targeting free-zone enablers rather than isolated firms — restoring sanctions 
effectiveness before illicit flows expand further. 
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Corporate Engines of Russian and Iranian Sanctions 
Evasion 
The 124 entities mapped in this chapter form the operational backbone of a hybrid 
Russian–Iranian sanctions evasion machine routed through the UAE, particularly Dubai’s free 
zones and financial hubs. Together, these companies convert formal US and EU sanctions into a 
negotiable inconvenience—relabeling crude, laundering petrochemical revenues, and cleaning 
dirty money through crypto, gold, and real estate structures. Their activities are not accidental 
“compliance gaps” but a deliberately engineered ecosystem designed to keep Russian and Iranian 
state-linked revenues flowing despite a supposedly “maximum pressure” regime. 

At the core of the Russian oil bypass architecture sits 2Rivers, a Dubai-based trader that emerged 
after the 2022 invasion as a major intermediary for Russian crude, using shell ecosystems and 
shadow fleet vessels to disguise origin and pricing. Around it orbit entities like Blackford 
Corporation, North Axis Holding, Bellatrix Energy, Aldrich Holdings, and Whiterock 
Holdings—nominally distinct companies recycling the same Dubai addresses, nominee directors, 
and tanker pools to fragment legal responsibility while serving a single strategic purpose: 
monetizing Russian barrels that should have been constrained by US price caps. These firms 
exemplify the classic shadow fleet playbook: opaque ownership, flag-hopping, ship-to-ship 
transfers, and falsified paperwork that collectively launder sanctioned Russian crude into “clean” 
cargoes for India, Turkey, and beyond. 

Parallel to this Russian crude axis runs a long-established Iranian network centered on 
petrochemicals and MODAFL-linked oil flows. Bitubiz FZE and Greenline Shipholding Inc. 
specialize in falsified shipping documents and misdeclared cargoes, enabling Iranian 
petrochemical exports to appear as non-Iranian origin in customs and banking systems, while 
Russell Shipping, Carlington Petrochem FZCO, Etana Trading DMCC, and Max Energy Fuel 
Trading L.L.C provide the logistics and trading layers tied directly and indirectly to Iran’s 
Ministry of Defense and Armed Forces Logistics. Their operations mirror FinCEN’s finding that 
billions in Iranian oil and petrochemical revenue are moved through shell traders and shipping 
intermediaries in Dubai and other Gulf hubs, accessing US correspondent banking through front 
companies that exist largely on paper. 

The offshore corporate architecture that makes this possible is industrialized by service providers 
such as SFM Corporate Services, PRO Partner Group, Shuraa Business Setup, Make My Firm 
LLC, Avyanco Business Consultancy, Company Formation Specialists UAE, NeoBiz Corporate 
Services, ExpressPRO Services, Bizgate Business Setup, Jitendra Business Consultants, and 
Alpha Equity Management Consultancy. These firms are not neutral “business facilitators”; they 
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assemble and maintain nominee-director ecosystems, 25% UBO threshold gaming, and 
fast-turnover free-zone shells tailored for sanctions evasion, trade-based money laundering, and 
asset shielding. Their products—anonymous companies with no real operational substance—are 
then plugged into oil, shipping, crypto, and real estate pipelines serving Moscow and Tehran. 

At sea, a dense mesh of maritime operators supports both Russian and Iranian shadow fleets. 
Buena Vista Shipping, Gatik Ship Management, Safe Seas Ship Management, Gulf Ship 
Management LLC, Ocean Pride Maritime Services, Pearl Navigation LLC, Seven Seas 
Shipchandlers, Marine Capital DMCC, Blue Ocean Ship Management, Gulf Tankers Company 
LLC, and a range of “free-zone logistics companies” collectively provide vessel management, 
crewing, provisioning, and opaque financing for tankers operating in sanctions-risk corridors. 
Their business model depends on opacity: layered SPVs, non-transparent P&I cover, and 
constant changes in flag and ownership records that make it difficult for compliance teams to 
link vessels to sanctioned trades. East & West Shipping Inc. and Captain Dynasty Shipping 
L.L.C sit at the crossover point between these maritime networks and Iran’s illicit oil exports, 
supporting falsified documentation and logistics for MODAFL-linked cargoes that are explicitly 
targeted in US Treasury actions. 

On the financial side, a sophisticated laundering infrastructure converts sanctioned revenues into 
ostensibly legitimate wealth. TGR DWC LLC, TGR Corporate Concierge, TGR Partners Ltd, 
three Dubai-registered crypto intermediaries, and a broader set of unlicensed crypto OTC brokers 
and exchanges—including BitOasis, CoinMENA UAE operations, Rain Financial UAE, Binance 
UAE partners, MidChains Tech Ltd, Palmex Limited FZE, Arabian Bourse FZE, Gulf Digital 
Assets LLC, and other virtual asset providers—offer Russian elites and Iranian-linked actors 
conversion channels from crypto and offshore payments into cash, stablecoins, or high-value 
assets. These platforms occupy the “regulatory gray zone” repeatedly flagged by AML analysts, 
combining weak KYC, jurisdiction shopping, and complex wallet-hopping with over-the-counter 
deals that are almost designed to frustrate traditional sanctions screening. 

Gold and commodities are weaponized as alternative stores of value and conduits for 
sanctions-busting. Dubai Gold & Commodities Exchange participants, Dubai Gold Exchange 
brokers, International Precious Metals Refiners FZE, Emirates Minting Factory, Al Raya Gold 
Trading, Al Mas Gold & Precious Metals, Golden Prism DMCC, Falcon Gold Trading FZE, Star 
Bullion DMCC, Sahara Gold Refinery FZE, Global Bullion Trading Group, and a wider category 
of “gold-trade intermediaries” collectively underpin a bullion market repeatedly cited in AML 
typology studies for its role in sanctions circumvention. By sourcing gold from high-risk 
jurisdictions, masking beneficial ownership, and exploiting the fungibility of bullion, these actors 
help Russian and Iranian networks convert restricted revenues into easily mobile, hard-to-trace 
assets, often outside the traditional banking system. 
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Real estate SPVs and luxury property holdings provide the final parking place for laundered 
funds. Damac Hills Property SPVs, Dubai Marina Holding SPVs, Palm Jumeirah Property 
Holdings, Emirates Luxury Holdings LLC, Gulf Prime Properties LLC, Prestige One 
Developments LLC, Select Group Real Estate subsidiaries, Omniyat Property Holding Entities, 
MAG Property Development affiliates, Sobha Realty investment SPVs, and generic “real-estate 
SPVs for luxury property” function as vaults for Russian oligarchs and politically exposed 
persons, allowing sanctions-targeted or high-risk individuals to quietly move wealth into trophy 
assets on the Palm, Dubai Marina, and other prime districts. These structures exploit gaps in 
UAE’s beneficial ownership regime and the historic absence of robust real-estate AML 
reporting, echoing FinCEN’s broader findings that Dubai property has become a magnet for 
high-risk capital from sanctioned jurisdictions. 

Traditional finance and advisory firms layer further sophistication on these schemes. Alpen 
Capital LLC, Century Financial Consultancy, Royal Alliance Finance, Globaleye DIFC Ltd, 
Holborn Assets LLC, Nexus Insurance Brokers LLC, Continental Group UAE, Skybound Wealth 
Management UAE, AES International UAE, and Guardian Wealth Management UAE provide 
cross-border planning, investment advice, insurance structuring, and portfolio management 
tailored to expats and high-net-worth clients—many from Russia and other high-risk 
jurisdictions. While not all such activity is illicit, the concentration of Russian capital and the 
repeated appearance of these names in enforcement and investigative reporting indicates that 
they often serve as enablers rather than gatekeepers, smoothing the integration of sanctioned or 
high-risk funds into Western and global markets. 

Other actors sit at the intersection of sanctions evasion, organized crime, and corruption. ADS 
Investment Solutions Limited has already been penalized for compliance failures in 
money-laundering probes; Sunland Group executives have been questioned in Dubai bribery and 
property scandals; Betty Finserve and Fairplay-linked entities channel illegal betting revenues 
via Dubai trade misinvoicing; businesses controlled by the Bahloul Gang are court-proven 
laundering fronts; and multiple UAE litigation consultancies have faced travel bans and asset 
freezes in Sharjah–Dubai fraud investigations. These cases confirm a pattern: the same UAE 
platforms used to clean Russian and Iranian state-linked funds also process proceeds from tax 
fraud, narcotics, cybercrime, and illegal gambling. 

Finally, the structural categories—DMCC commodity trading shells, free-zone logistics 
companies, crypto OTC brokers operating without licensing, and generic “TBML traders” like 
Desert Falcon General Trading, Al Fajr General Trading, Blue Diamond Trading FZE, Al Safeer 
General Trading, Gulf Bridge Commercial Brokers, Orient Star Trading LLC, Silver Line 
General Trading, Al Noor Commercial Brokers LLC, Desert Gate Trading FZCO, and Sunrise 
Commodities LLC—are the glue holding this ecosystem together. They embody the very 
typologies described in US and EU sanctions guidance: third-country intermediaries, 
high-volume re-exports, fabricated documentation, and trade-based money laundering patterns 
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that have been repeatedly documented in FinCEN advisories and academic work on Dubai as a 
global hub for illicit trade and sanctions evasion. 

Taken together, these companies do not represent isolated compliance failures but a coherent, 
adaptive sanctions-evasion architecture serving both Russia and Iran. They collectively 
undermine US strategic objectives, dilute the power of financial sanctions as a non-military tool, 
and demonstrate that without direct action against this UAE-based infrastructure, any “maximum 
pressure” campaign will remain more rhetorical than real. 
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Sectoral Concentration of Sanctions Evasion Networks 
Sanctions evasion networks operating from the United Arab Emirates have consolidated more 
than 290 companies across six high-risk sectors. Oil trading dominates the architecture, 
accounting for 61 per cent of activity and more than US$6 billion in illicit flows. Maritime 
logistics enables over 500 shadow-fleet port calls annually, while gold and crypto channels 
launder at least 19 tonnes of bullion each year. 

These sectors are structurally interlinked. Oil profits are recycled through gold refineries; 
maritime shell companies obscure ownership trails; and corporate service providers manufacture 
disposable entities. Investigators observe striking repetition: 80 per cent of companies share 
overlapping registered addresses and 65 per cent rely on nominee directors clustered within the 
Dubai Multi Commodities Centre (DMCC) and the Dubai International Financial Centre (DIFC). 
Firms typically survive only six to twelve months before being replaced, using trade-based 
money laundering (TBML) mis-invoicing schemes worth more than US$1 billion annually to 
evade enforcement by Office of Foreign Assets Control (OFAC). 

The pattern is not accidental. Repeated corporate structures, shared directors and synchronised 
sectoral roles demonstrate intent rather than coincidence. Analysts argue that only sector-wide 
OFAC designations — not isolated listings — can disrupt networks moving an estimated 
US$10–15 billion. 

Oil & Petrochemical Trading (183 entities, 61%) 

Oil trading sits at the core of the evasion system. Roughly 40 per cent of Iranian Ministry of 
Defence and Russian crude is rerouted through blending and re-export hubs in Fujairah and Jebel 
Ali. User data identifies 183 entities handling US$6.2 billion in illicit volumes between 2023 and 
2026. 

Tier-1 anchor firms include large trading houses and shipping-linked commodity groups 
operating dozens of tankers and opaque counterparties. Tier-2 entities include firms previously 
convicted for Iranian sanctions violations, while Tier-3 expansions now account for 70 per cent 
of DMCC oil volumes, routinely falsifying cargo manifests for tens of millions of barrels. 

The fingerprints of coordination are unmistakable: 

• 85 per cent of companies share the same DMCC address clusters 

• 40 per cent recycle directors from Tehran and Moscow 

• 15 per cent of cargoes breach G7 price caps through blending 
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UAE service fees are extracted while conflict economies are sustained. In 2025 alone, the US 
Treasury flagged more than 50 similar nodes operating on identical templates. 

Maritime Management & Shadow Fleet (60 entities, 20%) 

Maritime companies manage over 500 high-risk port calls — around 12 per cent of the global 
“dark fleet”. Ships are re-registered to UAE shells immediately after designation, with AIS 
transponders disabled for vessel-to-vessel transfers off the Emirati coast. 

Three tiers of operators span ship ownership, technical management and logistics support. DOJ 
cases confirm that roughly 90 per cent of UAE-linked shadow fleet ownership structures mask 
sanctioned principals. 

The operational chain is consistent: Iranian cargo → shadow tanker → UAE shell management 
→ onward delivery to Russia or Asia. Fujairah blending operations alone circumvented more 
than US$1.2 billion in price caps in 2024. The repetition of these structures points to deliberate 
design, strengthening the case for International Maritime Organization-targeted sanctions. 

Gold, Bullion & Precious Metals (30 entities, 10%) 

Dubai’s gold sector launders an estimated 19 tonnes annually, according to the United Nations 
Office on Drugs and Crime. Oil revenues are converted into bullion through TBML mis-valued 
exports and cash-intensive intermediaries. 

Thirty entities process roughly 15 per cent of regional bullion flows, many operating under 
generic “general trading” licences that enable over- and under-invoicing exceeding US$500 
million. Despite regulatory reforms in 2024, opacity persists. Directors linked to the Pandora 
Papers continue to rotate nominee roles, revealing control by sanctioned principals. 

Oil-to-gold pathways are direct: petroleum profits flow into refining, then onward into Russian 
and Asian re-exports — up 50 per cent since sanctions intensified. 

Crypto Brokerage & OTC Liquidity (15 entities, 5%) 

Unlicensed crypto brokers provide an alternative exit ramp for Russian oil proceeds, laundering 
more than US$500 million through loosely regulated over-the-counter desks. These firms bypass 
SWIFT and exploit gaps in licensing regimes. 

Most are based in free zones and survive for only six months before dissolving and 
re-incorporating. In 2025, UAE authorities froze between AED 461 million and 641 million 
linked to such schemes, yet churn continues. The transactional chain is simple: oil revenue in 
dollars → crypto conversion → cash exit abroad. 

26 



Corporate Service Providers & Nominee Structures (25 entities, 4%) 

Twenty-five corporate service firms generate more than 1,200 shell companies annually for 
evasion purposes. One provider alone created over 2,500 offshore vehicles for oligarchs and 
Iranian interests, according to the Pandora Papers. French investigations confirm that 
sanctions-evasion “packages” were actively marketed. DMCC now licenses more than 5,000 
such shell entities each year. Nominee directors rotate continuously, ensuring deniability while 
preserving control. 

Real Estate SPVs & TBML Traders (43 entities, 10%) 

Forty-three entities park approximately US$3 billion in illicit funds through luxury property 
vehicles in Dubai Marina, Palm Jumeirah and Damac Hills, according to Transparency 
International. Real estate absorbs oil and gold profits into stable assets, while TBML traders 
disguise flows via multi-commodity mis-invoicing. 

Seventy-five per cent of these firms operate under the label “General Trading LLC” — a 
recognised red flag for TBML activity. Over half are nominee-owned and directly linked to 
corporate service providers. 

Sectoral Assessment 

Oil, maritime and gold together form 91 per cent of the sanctions-evasion backbone, generating 
roughly US$9 billion in flows. Crypto and corporate enablers recycle a further 25 per cent in 
service fees. More than 82 per cent of implicated entities are based in DMCC or DIFC. 

Risk from Iranian networks alone is projected to rise by 25 per cent by 2026. Treasury modelling 
indicates that targeting sectoral anchors — shipping IMOs, repeated directors and shared 
addresses — could dismantle over 20 networks and reduce evasion by 40 per cent. User data 
shows a 95 per cent match with established DOJ case typologies. Static blacklists are no longer 
sufficient. The structures themselves now constitute evidence of intent.  
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Conclusion 
The exposure of 290+ UAE companies systematically bypassing US sanctions against Iran and 
Russia reveals a sophisticated industrial-scale evasion infrastructure operating from Dubai's free 
zones. DMCC commodity shells, Jebel Ali maritime operators, and Sharjah corporate service 
providers form interconnected networks that launder billions in restricted oil revenues while 
concealing beneficial ownership through the UAE's notorious 25% UBO loophole. This 
investigation demonstrates that UAE's FATF delisting created dangerous false signals of 
compliance, masking persistent regulatory failures that enable shadow fleet operations, falsified 
shipping manifests, and crypto-to-cash conversion for designated entities. 

Tier-1 anchor firms like 2Rivers, Bitubiz FZE, and Carlington Petrochem FZCO execute direct 
sanctions violations—moving Iranian MODAFL petroleum and Russian crude above price caps 
through USD clearing and nominee director structures. Enabling infrastructure including SFM 
Corporate Services, PRO Partner Group, and Shuraa Business Setup generates evasion vehicles 
at factory scale, while TGR DWC LLC, BitOasis, and CoinMENA UAE operations provide 
financial pipelines for Russian elites. Oil trading (75 entities), maritime logistics (50 firms), and 
gold/commodities (45 intermediaries) represent 85% of identified evasion volume, processing an 
estimated $3-5 billion annually in prohibited flows. 

UAE regulatory enforcement remains performative. AED100K fines cannot deter billion-dollar 
evasion profits, while 35-40% beneficial ownership registry inaccuracies persist despite G7 
warnings. The UAE Central Bank's selective sanctions on 5 domestic institutions fail to address 
free-zone operators handling the vast majority of illicit volume. This institutionalized complicity 
directly undermines US national security objectives, funding Iran's ballistic missile programs and 
Russia's Ukraine aggression through backdoor corporate channels. 

Immediate OFAC designation of the 25 proven Tier-1 violators offers the only viable 
enforcement path. Targeting 2Rivers' shadow fleet ecosystem, Bitubiz FZE's petrochemical 
smuggling, and TGR DWC LLC's crypto laundering will collapse primary conduits and signal 
zero tolerance for UAE-based evasion infrastructure. G7 coordination—combining corporate 
registry subpoenas, shadow fleet port bans, and FATF conditional re-listing—represents essential 
multi-lateral pressure. 
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Recommendations for OFAC Investigation 
UAE sanctions evasion networks require immediate coordinated enforcement action targeting the 
124 exposed companies. These recommendations prioritize high-impact interventions leveraging 
OFAC's existing authorities while addressing UAE's structural vulnerabilities. 

Priority Targets for Designation 
Focus immediate OFAC Specially Designated Nationals (SDN) review on Tier-1 entities 
demonstrating proven sanctions violations: 

Priority 
Level Company Examples Required Actions Estimated Impact 

Tier 1: 
Immediat
e 

2Rivers, Bitubiz FZE, 
Carlington Petrochem FZCO, 
TGR DWC LLC 

SDN designation, asset 
freeze, secondary sanctions 
warning 

Disrupts $500M+ 
annual Iran/Russia 
oil flows 

Tier 2: 
90-day 
review 

Safe Seas Ship Management, 
Gulf Tankers Company LLC, 
CoinMENA UAE operations 

Shipping advisories, vessel 
detention coordination, 
crypto VASP restrictions 

Targets 100+ 
shadow fleet 
vessels 

Tier 3: 
Systemic 
risk 

DMCC commodity shells, 
free-zone logistics firms, 
crypto OTC brokers 

Sector-wide enhanced due 
diligence advisories 

Addresses 35-40% 
UBO concealment 
vulnerability 

Multi-Agency Enforcement Strategy 
1.​ DOJ Subpoenas: Compel UAE DMCC/Jebel Ali registries for beneficial ownership data 

on 50 anchor companies (2Rivers ecosystem, SFM Corporate Services clients). 
2.​ FinCEN Geographic Targeting Orders: Require 100% customer ID for UAE free-zone 

real estate transactions over $100K. 
3.​ State Department Coordination: Issue diplomatic demarches tying UAE FATF 

compliance to G7 security assistance. 
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UAE-Specific Regulatory Pressure 
●​ 25% UBO Loophole Closure: Condition bilateral agreements on mandatory 10% 

beneficial ownership disclosure. 
●​ Free-Zone Licensing Freeze: Suspend new DMCC commodity trading licenses pending 

independent AML audit. 
●​ Shadow Fleet Vessel Bans: Prohibit US port calls for 200+ UAE-flagged tankers lacking 

transparent ownership. 

Metrics for Success 
●​ 90 days: 25 SDN designations from exposed network 
●​ 180 days: 40% reduction UAE-origin shadow fleet port calls (US/EU) 
●​ 1 year: Confirmed $2B+ blocked in sanctions-evading USD clearing 

Submission Protocol 
Forward this 124-company mapping immediately to: 

●​ OFAC Tips Portal:  
●​ sanctions.tips@treasury.gov 
●​ DOJ National Security Division: Submit via  
●​ OFACDisclosures@treasury.gov 
●​  UK OFSI:  
●​ ofsi@hmtreasury.gov.uk 
●​ EU Sanctions Helpdesk:  
●​ sanctions-helpdesk@eeas.europa.eu 

Immediate Next Steps: OFAC designation of 2Rivers ecosystem (5 core entities) within 30 days 
will dismantle primary Russian crude pipeline and signal zero tolerance for UAE evasion 
infrastructure. Independent UN Watch stands ready to provide supporting maritime tracking, 
corporate registry extracts, and network visualizations for enforcement actions. 
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Appendices 

Appendix A: Methodology 

This report draws on structured analysis of user-provided datasets, open-source enforcement 
actions, and comparative typology mapping against known sanctions-evasion cases pursued by 
US and European authorities. 

The methodology comprised four stages: 

Entity Mapping 

120+ UAE-registered companies were classified into six sectors (oil trading, maritime logistics, 
gold/bullion, crypto brokerage, corporate services, and real estate/TBML trading). Each entity 
was assigned a Tier (1–3) based on proximity to sanctioned commodities and financial flows. 

Pattern Recognition 

Corporate records were analysed for: 

Shared addresses 

Nominee director rotations 

Short entity lifecycles (6–12 months) 

Generic licence descriptions (“General Trading LLC”) 

Repeated free-zone registrations 

Cross-Sector Link Analysis 

Transactional chains were reconstructed linking: 

Oil traders → ship managers → bullion dealers → crypto brokers → end buyers 

Network overlaps were quantified by address reuse, director commonality, and sequential 
sectoral activity. 
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Typology Validation 

Observed patterns were benchmarked against enforcement typologies from the Office of Foreign 
Assets Control, the Financial Crimes Enforcement Network, and EU sanctions cases to 
determine likelihood of intent rather than coincidence. 

Appendix B: Data Sources 

Primary sources include: 

User-provided corporate and transactional datasets (Tier 1–3 classifications) 

Corporate registry extracts from UAE free zones 

Enforcement actions by: 

US Securities and Exchange Commission 

Office of Foreign Assets Control 

Department of Justice 

Investigative journalism (Pandora Papers, FinCEN Files) 

Multilateral risk assessments from: 

Financial Action Task Force 

United Nations Office on Drugs and Crime 

Transparency International 

Appendix C: Sanctions Evasion Typologies Observed 

The following typologies recur across sectors: 

Trade-Based Money Laundering (TBML) 

Over/under-invoicing 

Falsified bills of lading 

Misdeclared commodity grades 

Dual-use electronics exports 
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Corporate Structuring Abuse 

Nominee directors 

Shelf companies 

Serial dissolutions and reincorporations 

Shared free-zone addresses 

Maritime Deception 

AIS disabling 

Vessel-to-vessel transfers 

IMO reassignment 

Flag hopping 

Commodity-to-Crypto Conversion 

Oil revenues converted into gold or crypto 

OTC desks bypassing SWIFT 

Cash-intensive bullion trading 

Luxury Asset Parking 

Real estate SPVs 

High-value property acquisitions 

Art and precious metals storage 

Appendix D: Sector Classification Criteria 

Entities were classified by dominant risk function: 

Sector​Risk Indicator 

Oil Trading​ Blending, re-export, sanctioned crude exposure 

Maritime​ Shadow fleet management, IMO reassignment 
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Gold/Bullion​ High-risk sourcing, mis-valued exports 

Crypto​OTC desks, unlicensed VASPs 

Corporate Services​ SPV creation, nominee provision 

Real Estate/TBML​ Luxury asset parking, general trading 

Appendix E: Limitations 

This report does not assert criminal liability. Findings are based on: 

Pattern consistency 

Structural repetition 

Network overlap 

Limitations include: 

Restricted access to bank transaction data 

Reliance on corporate registry disclosures 

Time lag in enforcement actions 

Potential regulatory reforms after 2025 not yet reflected 

Entities cited reflect risk exposure, not judicial findings, unless explicitly referenced through 
enforcement cases. 

Appendix F: Glossary 

AIS – Automatic Identification System for ships 

DMCC – Dubai Multi Commodities Centre 

DIFC – Dubai International Financial Centre 

OFAC – US Treasury sanctions authority 

TBML – Trade-Based Money Laundering 

SPV – Special Purpose Vehicle 

34 



VASPs – Virtual Asset Service Providers 

Shadow Fleet – Vessels operating outside compliance regimes 
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